
Recovering Your Business From 
a Destructive Cyber Attack
Dell EMC PowerProtect Cyber Recovery 
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Los ciber ataques son los nuevos desastres.
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Avg cost of Cybercrime 

for an organization

Costo promedio por 

Cyberataques
por Industria

Banking $18.4M

Utilities $17.8M

Software $16M

Automotive $15.8M

Insurance $15.8M

High Tech $14.7M

Capital Markets $13.9M

Energy $13.8M

US Federal $13.7M

Consumer Goods $11.9M

Health $11.9M

Retail $11.4M

Life Sciences $10.9M

Media $9.2M

Travel $8.2M

Public Sector $7.9M

of breaches are 

financially motivated

$13M

71%
of breaches involved

small business

43%

of global risk over

the next 5 years

$5.2T

Industry            Avg Cost  

Intentos

39
sec

cada

Source: Security Magazine

Panorama de riesgos cibernéticos.
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THREAT LANDSCAPE EVOLVING – BIZ @ RISK

71%
of breaches are 

financially 

motivated 

59%
Believe that 

isolating affected 

systems and 

recovering from 

backups should be 

the response to 

ransomware

93%
CAGR in 

Ransomware variants 

from 2010 to 2016

>100
Average dwell time 

of a cyber-attack in 

days

24%
Organizations 

satisfied with their 

ability to detect and 

investigate

60%
CISOs actively 

involved in data 

recovery planning 

as part of incident 

response

39%
of detected 

malware is 

Ransomware (#1 

variety)

92%
Organizations 

cannot detect 

cyber-attacks 

quickly
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Los riesgos cibernéticos actualmente
Cyber Threats Continue to Evolve Year after Year

• Amenazas tradicionales
• Cyber Theft

• Cyber Attack
• Denial of Service

• Amenazas emergentes
• Cyber Destruction

• Primary and Secondary Storage

• Cyber Extortion/Blackmail
• Ransomware

• rt
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Honda – Manufacturing DOWN
https://techcrunch.com/2020/06/09/honda-ransomware-snake/

https://jalopnik.com/honda-seems-to-be-the-victim-of-a-ransomware-

attack-1843953940

https://www-bloomberg-

com.cdn.ampproject.org/c/s/www.bloomberg.com/amp/news/articles/2

020-06-09/honda-suspends-vehicle-shipments-after-suspected-

cyberattack

https://techcrunch.com/2020/06/09/honda-ransomware-snake/
https://jalopnik.com/honda-seems-to-be-the-victim-of-a-ransomware-attack-1843953940
https://www-bloomberg-com.cdn.ampproject.org/c/s/www.bloomberg.com/amp/news/articles/2020-06-09/honda-suspends-vehicle-shipments-after-suspected-cyberattack
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Garmin hit by Ransomware
https://www.zdnet.com/article/garmin-services-and-production-go-down-after-ransomware-attack/

Impacted Services – Financial Cost to the 
business?!? 

• Internal network / prod systems
• Call Center – phone/email/chat DOWN
• Official website – DOWN
• Garmin Connect (global end-user service) – DOWN
• Production lines (Asia) – DOWN minimum 2 days
• Aviation Database Services – DOWN

• Impacts pilots and is an FAA requirement
• flyGarmin (web service) – DOWN

• Garmin Pilot App – DOWN
• Pilot scheduling & flight plans - DOWN

https://www.zdnet.com/article/garmin-services-and-production-go-down-after-ransomware-attack/
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Los ataques de Ransomware están apuntando a la 
infraestructura de Backups.

IT and Backup admins are main targets for compromise

Master Server (Backup Catalog): Backup master server is targeted and 

infected resulting in encrypted/wiped backup catalog, or pre-mature policy 

expiration

Media Server: All mounted filesystems on the media server are targeted and 

encrypted/wiped

Backup Targets: 

Disk / NAS: Filesystems on the media server are targeted and encrypted/wiped. 

Backup repositories can become encrypted/wiped from ransomware crawling 

network file shares

Tape: Provides a better chance to recover from the destructive event if threat 

was removed from the environment prior to attack.  However, if backup catalog is 

held hostage or destroyed, recovering from the tape will be increasingly difficult

Cloud: General-purpose or Public Cloud offer the advantage of remote 

protection but are inherently less secure due to reliance on internet (always on) 

or unsecure networks, leaving data, backups and catalogs exposed

1

2
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Dell Technologies 

Power Protect Cyber Recovery Solution



Disaster Recovery Cyber Recovery

Recovery Time Close to Instant Reliable & Fast 

Recovery Point Ideally Continuous 1 Day Average

Nature of Disaster Flood, Power Outage, Weather Cyber Attack, Targeted

Impact of Disaster Regional; Typically Contained Global; Spreads Quickly

Topology Connected, Multiple Targets Isolated; Addition to DR

Data Volume Comprehensive, All Data Selective, Includes Foundation SVCs

Recovery Standard DR (e.g. Failback) Iterative, Selective Recovery; Part of IR

DISASTER RECOVERY                 CYBER RECOVERY[ IS NOT ]

This is a much different challenge which requires a different approach and architecture
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Cyber Recovery

Dedicated Connection

DR / BU 

Cyber Recovery 

Environment

Business Data Tech Config 

Data

Corporate Network 

Production Apps

VM

VM



G O O D

B E T T E R

B E S T

Elevated Security 
Credentials

Immutable Snapshots

Protection from Insiders

Automated Vaulted Air Gap

First Technology Solution Provider  in 
the Sheltered Harbor Alliance Program

Full Context Indexing with Machine 
Learning Analytics

Enhanced Recovery Tools

Multi-Backup Software 
Vendor Support

Dell Technologies Cyber Recovery is the only data protection solution providing all described technical capabilities.
» No other technology company provides a complete cyber resilience solution architecture anywhere.

Data Protection

Cyber Recovery: Moving the Needle
Cyber Vault Technical Capabilities and Competitive Market Differentiators

Retention Lock
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FIREWALL

PRIMARY PROTECTION

Data Center A/BData Center A

BACKUP 
APPLICATION

VAULT

Production Cyber Vault

MANAGEMENT

VALIDATION

DATA ANALYTICS

Data Protection

Management host enables the management network interface

Management enables data transfer network in both PROD and VAULT

Data pull initiated by Vault; Data transfer commences

During data transfer management host disables management network

Data transfer completes and management network enabled

Management host disables data transfer network in both PROD and VAULT

Validation host ensures viability of data and alerts any data corruption

Retention lock applied to vaulted data

Deep forensic analysis commences on vaulted data

V A U L T  W O R K F L O W W O R K L O A D SC R I T I C A L  R E B U I L D S

Host & Build Tools

Authentication,
Identity, Security

Networking

Storage

Intellectual
Property

Documentation

Cyber Recovery: Use Case
Understanding the Data Center and Cyber Vault Workflow
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CyberSense Analytics:
Machine Learning Enables Early Detection & Rapid Recovery from a Cyber Attack

Dell EMC Cyber Recovery w/ CyberSense CyberSense Alert Example



Cyber Recovery: Vault Forensics
Understanding File Anatomy and the Forensic Analytics Workflow

Cyber Vault

File 
M E T A D A T A

Document 
M E T A D A T A

Document
C O N T E N T

File Analytics
A N ATO M Y I N F O R M AT I O N

Success

Success

Success

DATA ANALYTICS

S TAT U S

Scan Analytics Repeat InvestigateAnalysis

I N F O
Ext, Size, Location

I N F O
Type, Structure

I N F O
Entire File Contents

» Deep data scan
of

critical data sources
archived in the
vault

» Deep scan generates  
100+ statistics from 
each observation

» Machine learning 
algorithms applied to 
analyze for any attacks

» Workflow repeats as
new backup data is 
pulled to the vault

» Forensic tools used to
identify any file corruption  
& diagnose its specific type

99.5% Confidence – First Pass Scan & Analysis 

Data Protection

V A U L T  A N A L Y T I C S  W O R K F L O W



» Certificates

» Active Directory / LDAP

» DNS Dumps

» Event Logs (including SIEM data)
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» Switch & Router Configurations

» Firewall & Load Balancer Settings

» IP Services Design

» Access Control Configuration

» Firmware, Microcode, Patches

» SAN / Array Configurations

» Storage Abstraction Settings

» Backup Hardware Configuration

» Firmware, Microcode, Patches

» Source Code

» Proprietary Algorithms

» Developer Libraries

» Physical & Virtual Platform Builds

» Dev/Ops Tools & Automation Scripts

» Firmware, Microcode, Patches

» Vendor Software
» Binaries (Gold Images)

» Configurations and Settings

» CMDB & Asset Management Extracts

» D/R / Cyber Recovery Runbooks and Checklists

» HR Resources and Contact Lists

» Incident Response Plan

Authentication, Identity, Security Intellectual Property

Networking Host and Build Tools

DocumentationStorage

Data Protection

C R I T I C A L  R E B U I L D  M A T E R I A L S

Cyber Recovery: Critical Rebuild
An Suggested List of Critical Rebuild Materials in the Cyber Vault 
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Dell EMC’s Resiliency Methodology

Protect & 
Recover Data

Ensure 
Business 
Availability

Cyber Threat
Recovery

ADVANCED 

SECURITY

OPTIMIZED BACKUP 

& RECOVERY

IT CONTINUITY

Advisory
Design & 

Implementation
Optimize

Program Management & Integration

Analyze Program 
Maturity

Define Business
Requirements

Evaluate
Alternatives

Design Deployment 

Solution (App/Infra)

Conduct Implementation 

Planning

Test & Implement

Technologies/Solution

Develop Operations 
Documentation

Demonstrate 
Capability

Metrics and Reporting

Incremental Improvement

Develop/Update Program 

Definition

Service Catalog 
Definition




